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Reader Installation and Wiring

A reliably functioning access control system starts with the proper mounting and wiring of the
readers and associated components. Readers must be securely mounted and all wire
connections must be securely connected and cable runs must be located away from sources of
electrical interference.

Mounting the Reader:
Use any templates provided to help neatly and securely mount each reader. Remove the
protective plastic sheet from the display window after installation has been completed.

Wiring:

All wire connections must be tight and properly insulated. 2 conductor shielded data cable must
be used for communication wire runs. Power cables must be a minimum size of 22 awg. All cable
types must comply with local building codes. Wiring must be run to avoid sources of EMI
interference such as florescent lighting fixtures or heavy machinery.

Each reader has a separate relay control module. For maximum security, locate this module
inside the secured area. The power supply enclosure for the system is a good choice for module
location.

Power :

Each reader requires a clean regulated source of 12VDC power. Make sure that the power supply
has the capacity to handle the power requirements of the reader and all other equipment
connected to it (eg. slave readers, locks) continuously. If you are powering the lock on the
same power supply as the reader, you must use a MOV across the locks’ coil leads to protect the
readers from spikes and noise.

All wire must be of the proper gauge for the length of the wire run. Excessive voltage drop will
impair the operation and reliability of the installation. Cabling must be in compliance with all
regulations and building codes.

E5P NOTE: Dual voltage power supplies
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Reader Setup

Each reader must have a separate Terminal Address

CONNECTING Front Door Side Door Rear Door
E5P READERS g -
TO CREATE A Terminal Terminal [§% Terminal
NETWORKED Address Address . Address

SYSTEM 02 03

5

RS485/RS232 OR
RS485/USB
Converter

In a networked system, each reader must be assigned a unique Terminal Address Number .
The factory default terminal address number of “01”. Follow the procedure below to change the
readers Terminal Address Number at each reader. Mark the reader’s name on the reference
chart (Page iv). You will enter the location later in the reader parameter section of the sofware on
the PC.

FUNCTION PROCEDURE DISPLAY WILL SHOW
Enter Programming Press and Hold the ‘#’ for | 0. CHECK VERSION
Mode 3 seconds 1. SETUP
Enter Setup Enter “1” PASSWORD:
« L g 1. ENROL 2. PASSWD
Enter Password Enter “1111” + “# 3 TIMER 4. SYSTEM
wpn 1. ALARM 2. MODE
Select System Menu Enter “4 3 COMM 4. OTHER
Select Communications Enter 3 1. ADDRESS 2. BAUD
Menu 3. FORMAT 4.RECO
Select Terminal Address Enter “1” 1. ADDRESS : 01
Menu . NEW:_
Enter New Terminal Enter “Terminal No.” + “#” | 1. ADDRESS : 02
Number (for example “02”) . NEW:_
. . g READY FOR CARD
Exit Programming Mode | Enter “# I o
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Master/Slave Reader Setup

Each master reader must have a separate Terminal Address

Front Door Front Door
(Entry) (Exit)
(Master Reader) (Slave Reader) Rear Door
CONNECTING A = P
SLAVE READER TO Terminal % - Terminal
AN E5P READER Address o — Address

01 02

RS485 from readers

RS485/RS232 OR
RS485/USB
Converter

When a E5P reader is being used with slave reader (such as the SDC ESPW or another HID
compatible Wiegand reader), the ESP must be configured to operate as a Master reader. Using the
keypad on the reader, follow the procedure below to configure the E5P to operate as a Master
reader.

FUNCTION PROCEDURE DISPLAY WILL SHOW
Enter Programming Press and Hold the ‘#” for | 0. CHECK VERSION
Mode 3 seconds 1. SETUP
Enter Setup Enter “1” PASSWORD:
p . 1. ENROL 2. PASSWD
Enter Password Enter “1111” + “# 3 TIMER 4. SYSTEM
wpn 1. ALARM 2. MODE
Select System Menu Enter “4 3 COMM 4. OTHER
wpn 1. P_ZONE 2. E_ZONE
Select Other Menu Enter “4 3.C_FREE 4. MORE
wpn 1. A_ZONE 2. ANTI_P
Select More Menu Enter “4 3 DURESS 4. MORE
- 1. READER 2. GUARD
Select More Menu Enter “4 3 TONE 4. PARK
wqn 1. MAIN 2.SUB
Select Reader Menu Enter “1 3 SWAP 4. HID
ey CURRENT: xxx
Select Sub Menu Enter “2 Press ‘1’ >Change
Set slave reader Press ‘1’ until screen CURRENT: HID
configuration to HID shows CURRENT: HID Press ‘1’ >Change
. . i READY FOR CARD
Exit Programming Mode | Press ‘# S i
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Reader Terminal Address Chart

Ede diizg Reader Name E de da:}z; Reader Name E deda:'cej:z; Reader Name
01 17 33
02 18 34
03 19 35
04 20 36
05 21 37
06 22 38
07 23 39
08 24 40
09 25 41
10 26 42
11 27 43
12 28 44
13 29 45
14 30 46
15 31 a7
16 32 48
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Software Setup

Installing the Software:

Insert the installation cd provided with the ESP reader.
If setup does not begin automatically, Go to My Computer, double-click on the EntryCheck_ES5,
and double-click on Setup.exe

Log In/ Logout :

To Login
Double-click on the E5 desktop icon shortcut, or

Go to Start>All Programs>SDC>E5>Launch E5 :
Type in the Account & Password, and click “Login” (& Account |
Default Login Credentials: Pass word: [
Account: a

Password: a Login Exit
To Logout:

Press the Exit Button. @

Enter the Account & Password, and click “Log out”, or click “Exit” to cancel.

Establishing Communications with the Reader(s):

The first task is to load Reader #01 into the system and verify that proper communications
between the reader and the PC can be established. Follow the procedure documented in the
SET READER PARAMETERS section (Page 2) of the E5 Series — Software Reference Guide.

Next, test the reader to PC network communications link by synchronizing the reader’s time and
date. Follow the steps documented in the UPDATE READER TIME section (Top of Page 5) of
the Software Reference Guide. If the communications link has been established correctly, a
message window will indicate a successful result.

When you have verified the communications with Reader #01, load and test any remaining
readers into the system.

Note:

If you are having problems communicating with a reader(s), make sure that the wiring is correct
and that you have assigned each reader its own unique Terminal Address number. Also, verify
that the reader was loaded with the correct Com Port number.
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Enter Time Zone and Holiday Schedules :
Note: If the reader will be active at all times, and all the users will have 24/7 access, you may skip
this section.

Follow the procedure documented in the SET TIME ZONE PARAMETERS section (Page 3) of the
Software Reference Guide to define access schedules for each reader.

Follow the steps documented in the HOLIDAY SCHEDULE TABLE section (Page 4) of the
Software Reference Guide to define holiday schedules for each reader.

Enter Company Profile, Departments and Job Titles:
Note: These fields are optional. If you include them in each user’s profile you may use them in the
report module to sort your user and transaction data.

To add or edit Company information, follow the steps in the COMPANY PROFILE section (Page
6), the DEPARTMENT CODE MAINTENANCE section (Top of Page 7), and the JOB TITLE
MAINTENANCE (Bottom of Page 7) section.

Enter Cardholder Data :

Follow the procedure documented in the CARDHOLDER PROFILES section (Pages 8-11) of the
Software Reference Guide to add Cardholders and set their access rights.

Backup the Cardholder Database :

Once the cardholder access information has been entered & saved, follow the procedure
documented in the BACKUP DATABASE section (Page 18) of the Software Reference Guide to
make a backup copy of the database.

Time synchronization:

The ES5 reader’s clock can be synchronized to the clock of the monitoring PC by a manually or
automatically on a scheduled basis.

To manually synchronize the time, use the TIME CORRECTION TO THE READER (function 1-3)
To automatically synchronize the time, you must first enable SYNCRONIZATION FOR TIME

FROM THE SYSTEM TO THE READER in the scheduled jobs menu (function 5-6). Then start
the scheduler (function 6) and allow it to run in the background of the monitoring PC.
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Log in/Logout

Log In/ Logout :

To Login
Double-click on the E5 desktop icon shortcut, or
Go to Start>All Programs>SDC>ES5>Launch E5

Type in the Account & Password, and click “Login”
Default Login Credentials:
Account: a
Password: a

Account:
% Pass word: I
Login | Exit

To Logout:
Press the Exit Button. ;:!;l

Enter the Account & Password, and click “Log out”, or click “Exit” to cancel.
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SET SYSTEM PARAMETERS

54 -

%@ﬁ!

AR

2Users 3.Monitor | 4.émls 5.Database | 6.Schedule |  7.Help 8 Exit
)
1114 12| 13| 14
Communication Rate I _l
Data Format: I _]
Language: | =
Card Number Length: | =
Way of Export [ _]
tormaty | ]
: ey
T l

Set System Parameters 313PM 5/27/2008

Select System 5 |
Select Set System Parameters (1-1) |7

Use this menu to set the way that the software communicates to the readers. By selecting Edit
you can change the following parameters:

Communication Rate : 9600 baud (default) or 19200 baud.
Data Format : 7 bits 1 stop bit odd parity (default) or 8 bits 1 stop bit no parity.
Language : English (default)
Way to Export : No Export (default), To a fixed file, Daily Export, Monthly Export

Automatic Execution : Disable (default) or Enable. This enables the transaction export feature .

The communication rate and the data format must match the settings of both the PC comport
settings in your PC and the Com Settings at each reader. The factory default settings of the
readers are 9600 baud with a format of 0,7,1 .

Once your changes are complete, press SaveEto exit, or Cancel
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SET READER PARAMETERS

.:.'l;j JJCE
b € By S % € A
b 1 L Ly ;
1 System 2Usens IMontor | 4Repots | 5Daabace | 6Schedde | 7Heb SEa | ADI
» £\ ¥ =
11 12 13 14
& E5 V3o 121 Reader Parameters | 1.2-2 Time Zone Table| 1-2-3 Holiday Table |
. emErEy e
-? Locaton
2 Man (
()] o o
o<y o1
- = [BX)
- , | @ 9
;Eh @ s s : Ly
1 Systeen 2Users | 3Morior 4 Reponts SDasbase | 6Schedue | 7 Heo 8Em |
» |0 =
1D} 12 3 14
ﬂ(SV-’JOC 121 Reader Parameters 122 Time Zone lahl-' l-?-JNqul&h]
(5) 01 Ertrarce 1 Name
.? - Locaton
(]2 M O%ce 7
Com Port
Temnal No
Paseter 1 | Pacamoter 2 |
£5V3 04\COM 01\01; Entranc) '
x 2|0

ES VI 04\COM 02V2 Man Dfice Set Reader Parameters 120 PM V2872008

Select System K
Select Set Reader Parameters (1-2) *
The Reader Parameters tab (1-2-1) will be displayed by default.

Use this menu to add and delete readers as well as setting their basic operation parameters.
Select Add [ to display the above screen. Enter the following information :

Enter a name that describes where the reader is in the building.

Where is the system located. Use this field to mark remote locations.
Type of reader (Leave as E5).

Select the physical Com Port that connecting the PC to the reader.
Select the number (01 to 99) that matches the terminal address that you
programmed into this reader. *

Name :

Location :

Module :

Com Port :
Terminal Number :

*Note: Each reader must have it's own unique terminal number

Select Save E to add the reader to the system. The new reader will appear on the left.

You can edit this reader in the future by selecting the reader from the window on the left, then
selecting Edit # . To remove a reader, select the desired reader and press Delete x| .
Rev C 03-13
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SET TIME ZONE PARAMETERS

[z AER
e & &5 &8 % € 9
1.System 2Users 3.Monitor 4 Reports 5.Database | 6.Schedule 7Help 8.Exit
L Y| =
111 121 13] 14
ES V3.l}4 ) 1-2-1 Reader Parameters | 1-2-2 Time Zone Table 3! 1-2-3 Holiday Tablel
= § COM01 No Name TStasting (Tme) Ficm™ | To
L & ronsod 1 Access Time Zone 1 0000 2400
S | i IR 2 Access Time Zone 2 0000 2400
(&) 02 Main Office 3 Access Time Zons 3 0000 2400
4 Access Time Zone 4 0000 2400
5 Access Time Zone 5 0000 2400
5 Access Time Zone 6 0000 2400
7 Unlock Time Zone 1 0000 2400
a 'l v - ~
9
10
x | | |
E5V3.04\COM:01\01: Entrance 1 SetReader Paameters  853AM 5/28/2008
Select System -

Select Set Reader Parameters (1-2) Q
Select a reader from the window on the left, and press Edit f?
Select the Time Zone Table tab (1-2-2)

Use this tab to edit general access and special time zone schedules:

Zone 1-6 : General time zones that set when access is allowed. Zone 1 is usually used as
a 24 hour access time zone.

Zone 7-8 : Special zones that are used to automatically unlock the door for extended
periods of time.

Zone 9 : Special zone used when CARD + PIN is required for access.

Zone 10 : Time period that the Request to Exit input on each reader is active
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HOLIDAY SCHEDULE TABLE

BES
o |
< I-C R R B |
1.5ystem 2Users 3 Monioc 4Repots | SDatabase | 6.Schedue 7Help 8Ex
1_2J 13 1 14
- 55‘" 00 1-2-1 Reader Patameters| 1-2-2 Time Zone Table [ 123Hokdsy Table |
m 1: Reader 01 o Nows [Dae il
. 1 |LaborDay 09/07
2|
3|
4|
T ]
6 |
7
5|
O
L
L
12|
13
|
15|
16 |
W]
18|
13
2 |
Fl
22
2 |
2]
25 |
%
27 |
=]
23 |
30
El
32|
El -l
Please note that thoze holidays not on a fixed date need to be programmed once every year, lor example Thanksgiving Day.
x|2|0
E5V4.00\COM:06\01: Reader 01 SetReader Parametess  10:21 AM 4/7/2009

Select System Z

Select Set Reader Parameters (1-2) J

Select a reader from the window on the left, and press Edit !
Select the Holiday Table tab (1-2-3)

Double-click on the day that you wish to mark as a holiday. Once selected, the date will turn RED.

When you are done, select Save H| to exit, or Cancel |

Note:
If you are using the automatic door unlock feature (Zone 7) and do not want the door to unlock on
Saturday, you must mark Saturday as a holiday.
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UPDATE READER TIME

T “4am  Tosynchronize all readers to the same time
and date :
1.System 2Users AE._E soaa:m s;ﬁih % 8ER S
_1_2_] 13 14 Select System 'gu);u

|Date | Time

Select Time Correction for Reader (1-3) E

Com
o
02

1. Set the Region (Time Zone), Date and
Time for each Com Port shown.

2. Press Start ¥/ to begin updating to the
readers. All readers that are connected to

132

—  the chosen com port will be simultaneously

Time Comection for Reader 857 AM 5/28/2008

updated with the same time and date.

COMMUNICATIONS LINK TEST

Select System
Select Communication Test (1-4)

Select the com port(s) that you wish to test by
By - ‘4 clicking on the port number in the left hand

;& P 4 3| B e 9 window.

1.System 2 Users 4 Reports S5Database | 6.Schedue 7Hebp BEx
® & %] Enter the number of times you wish to repeat
ru_.szmTI T NebeoTet [0 the test (typically 10 to 1000).

P Sting of Test |
S 0 Press Start 22| to begin the test.

Foee 0 The number of successful and failed data
Cammmrioatin Gt packets will be displayed on the screen. To
stop the test at any time, press End & .

3Mu

Multiple failures indicate a connection
problem between the PC and the readers.

=| | Make sure that all data cable connections are
st amm waee | tight and that the cable is kept away from any
source of electromagnetic interference such
as florescent light fixtures or unshielded high
voltage lines.

1000000000000000000
n‘a’a%&&&&th%‘&‘cﬂt@% @
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COMPANY PROFILE

3 Monitor

1.System} 2Users
TREERE
21| 22| 23| 24| 25| 26
Company Name:
Distributor:

4 Reports

ME

Company ID. ES

Petson In Charge:

Zip Code:
Address:
Telephone:

Fax No:

lv Inc

I ick Robinzon
o » - 2l =

l,‘ ur nolon Iy

I-:, EEE 1974
551234

l': 00 555-4567

| ComparyProfleSetting ~ 302AM 5/28/2008

Select Users zugj [

Select Company Profile (2-1) ‘f‘?

Select Edit # to enter company profile information. Press Save H| to exit the edit
mode, or Cancel :
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DEPARTMENT CODE MAINTENANCE

&1@*6@@ §e|eCt Users zugis S
elect Department Setting (2-2)
WA IR R, i i
1.System 2Usets 3 Mondoe 4Repots  SDatabate | 6Schedue 7Hebp 8Ext
% _ﬂi] o o Add, edit, or delete department codes
e R R R using this screen. Users may be
A = 0.9 conor assigned to a department through the
PROD O&) 01: Ertrance 1 .
SALES = [0.9 ou2 Cardholder Profile screen.
SEC Of) 02 Man Office
Select Edit # to add or change a
department code. Be sure to press Enter
on your keyboard after each new or
edited department code entry.
Select a department name and press
Delete x |to delete a department
x|2
bepwiment sevs scoin s | Use Save H] to exit, or Cancel [

JOB TITLE MAINTENANCE

&J_aam Se|eCt UserS Zugis -
B | g = Select Job Title Setting (2-3)
A A ARAR A
AL E et Add, edit, or delete Job Title codes using
,%,;_ﬂﬁlL‘—MJ—ZJ this screen. Users may be assigned to a

Job Title through the Cardholder Profile
screen.

Select Edit # to add or change a Job
Title code. Be sure to press Enter on your
keyboard after each new or edited Job Title
code entry.

Select a Job Title name and press Delete x |
||« todelete a Job Title

Job Tie Setting 330PM 572772008

Use Save | to exit, or Cancel [=] .

Note: Both the Job Title and Department fields are optional. If you include them in
each user’s profile you may use them in the report module to sort your user and
transaction data.
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CARDHOLDER PROFILES

A5 = [B]X]
~, TR
;ffz; @ i LS. = ly
1.System 2Users 3 Monitor 4 Reports 5.Database | 6.Schedule | 7 Help 8Ext
I NEETE T
21| 22| 23| 24| 25| 26
Emplopee 1D | Name | Card No Employee ID: | Remark: I
£ _ Chuck Rlobinson 00111350 | [ Doohiasnt [
€10 Bob Smith 00111352 e Pt =] s
€n Mary Jones 00111351 Card No [ Job Tile [ ~]
Telephone: | Gender: [ ~|
Mobie Phone: [ [ _]
4ddress [ [ ~|
E-Mat [ I
Oe& E5V3.04
=[5 coM
- OG0 01: Entrance 1
5.9 oo
) 02 Main Office

Alsjlax[z|0]

173 Cardnolder Profile Setting ~ 3:23AM 5/28/2008

Select Users z?i

Select Cardholders Profile Setting (2-4) %

Use this menu to add and delete cardholders as well as setting their access parameters.
There are two methods for adding cardholders to the database:

Method 1 — All the cardholder information is entered manually. This is recommended for a
small number of cards. If the card number is not printed on the card, the end user can
obtain the card number by presenting it to the reader:

FUNCTION PROCEDURE DISPLAY WILL SHOW
Enter Programming Press and Hold the ‘#” for | 0. CHECK VERSION
Mode 3 seconds 1. SETUP
Enter Check Card No. ey CARD PLEASE
Enter “3
Menu
Present the card whose Present card to reader CARD PLEASE
number you want to view ## Bits #HH#H#HHIH#

The 8-digit card number appears after XX Bits’. You have approximately 30 seconds to copy
the number down and present another card, or press ‘# to exit to the main screen.
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CARDHOLDER PROFILES (Continued)

To ADD a Cardholder using METHOD 1:
Select Add [ . Enter the following information :

Employee ID : Enter an employee number. Each number must be unigue.
Name : Name of Employee.
Card Number : Enter the access card or key fob number.
Access TZ : Select the time zone that this user will be active.
Password : If PIN codes are used with each card, enter that PIN here

Select the card reader(s) assigned to the user by checking the box next to the reader.

All other information is optional, but you may use them in the report module to sort your
user and transaction data.

Press Save H | to complete adding the user to the database, or press Cancel ||

To EDIT an existing Cardholder:

You can edit a user in the future by selecting the user from the window on the left, then
selecting Edit @ . When you are done editing select Save E] , or Cancel |

Method 2 — Using the Import Cardholder Data button &) | cards are easily added at a
card reader. The card numbers can then be downloaded to a Microsoft® Excel spreadsheet,
where user profile information can be added. The last step is to upload the spreadsheet to
the software database. Fields in Blue (Holiday, AccessTZ, & PassWord) must still be
entered manually. This method is recommended for a large number of cards (50+ users).
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CARDHOLDER PROFILES (Continued)

To add a Cardholder using METHOD 2:

Step 1 — Enroll the cards into the card reader. If you have multiple readers, you may choose
any reader whose communications link has been verified:

FUNCTION PROCEDURE DISPLAY WILL SHOW
Enter Programming Press and Hold the ‘#” for | 0. CHECK VERSION
Mode 3 seconds 1. SETUP
Enter Setup Enter “1” PASSWORD:

1. ENROL 2. PASSWD

Enter Password Enter “1111" +“# 3. TIMER 4. SYSTEM
wqn 1. ACCESS CARD
Select Enroll Menu Enter “1 2. PATROL CARD
s AMOUNT: #
Select Access Card Menu | Enter “1 CARD NO.: _

The card number will appear on the screen as you present each card, and the AMOUNT field
will increment by one after each card. When all the cards have been enrolled, press ‘# to
return to the main screen.

Step 2 — Import the cards from the Reader into the reference Excel file.
Go to Start > All Programs > SDC > E5 > UploadAcsCard

| <2E5Propram foruploading card|dataya,00) X) Select the Com Port & Terminal Address Number for
‘Cmpo,,: [ 5] the Reader with the cards enrolled. Do not change
Teminal No: [1 = Baud Rate or Data Format.

BaudRate: [9600 ]

Data Fomat: o,7.1 = Select the location and file name where the card

Save File As: [C:\Program Files\SDC\ES\20080528.is = information will be saved. The default file name is
today’s date.

= Press Upload. You will see the programming
running. After the upload is complete, press Exit.

Step 3 — Import the reference Excel file into the database.

s Simport Cardholderath = 2]

Impot Events | Emplopee ID CardNo | Name | Depatment | Job Title
Select Users _2%
Select Cardholders Profile Setting (2-4) 2%’
Select Import Cardholder Data & T

— . Press the Open A Reference File link on the lower left.
The link opens ImportE.xls (see next page).
feai &l @] e
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CARDHOLDER PROFILES (Continued)

Reference the file spreadsheet notes for a brief description of each column. Red column headers
indicate required fields.

B3 Microsoft Excel - ImportE.xls
SOg-Fle Edt View [nset Format Tools Data  Window Heb

(f) VT SRV (. & U8z i o ol By EE oA
Al - # Events
A [ S | [ D { E [ F [ G 3
T Events mployeelD ardNo ame Department obTitle
(a) 2 13001 23459876 James Customer Service Director
3 1 .CGp2 12639576 Customer Service Engineer
4 3 CO 13588469 Alex Sales Engineer
5 3 C00: 7489755 Jepry Matager
R68 (C) 3 C005 (d) 333 Test Card
i 1.C006 1234 Ju Supetvisor
| 8 1 C007 66663777 Eric Software R&D | Superiisor
9
10
11
12
m hS codes e Dol - 22 1. The employee ID number 1. The card number can 1. You may leave the 1. You may leave the
14 0:No change: The system will not e/ T B A P e DA "I R
15 brocass this dath can NOT be duplicated NOT be duplicated. Depantiment Field Job Title Field blank
e WVEn"';r*eJadd-n e Th St 2. The employee 1D number 2. The card number blank 2. Please make sure
16 Rk 9 o Field can NOT be blank and Field can NOT be blank 2. Please make sure the Job Title is correct.
will enforce adding data, and will
%1777 delete all the old d}ta nldatabaﬁe i the employee 1D No. can and the card number the name of The system will accept
18 an = . NOT be duplicated neither, can NOT be duplicated department is correct any new job title if it has
gl'é" ZyU dats data: The svetern will otherwise the system will neither, otherwise the The system will accept] |not existed yet. For
s updatz e [;; da;alﬂa"d NOT process this data. system will NOT process any new department if | - |example you are going
l), % eom ‘l'cveegID BT — this data t has not existed yet to add Salesman as a
21 3 :ﬂatab:;efﬂﬁe o If"ee]é)lnunﬁbev 3. If the digits of the card For example you are new job title, but you
2 Fios blicady o ste: ?he el number fewer than going to add a new mistakenly enter Man
E); d; this da)'a r:tﬂ délab :' ‘f th A default, the system will employee ID No. of on Sale. The system
b 3 “ |;,) |Iw :nb S a,:;l eq d automatically add 0 the Marketing will create Man on Sale
% e!! poyes Ume oo prior to the card Department, but you as a new job title
yet
< o =B number. For example, mistakenly enter the
26 d?IIFi'EIEIlIel:'al: lTI\e ?:f:{'nd"'ll the card number of 332 Fish Market
377 ,:e ’C”a, . ‘; na’::f‘ il will become 00000333 Department, the
o SrOEROYRRLIEIIDeL: in database system will not only
s add the new ID No
kgﬁgﬁ E Tbl;:nl;:'ﬂ:vl!td event Field can NOT but also will
,3,0 - ) automatically create
31 the Fish Market
32 Department
33 v
1 4 » w)\Sheet1/ < |
Ready NUM

a) Click on the Red “Events” in cell A1.
Press Ctrl+A to highlight the sample data.
Go to Edit > Delete. Press OK to confirm.

(®)
~— = e

(
(
(c
(d
(

than ImportE.xIs

Go to Data > Import External Data > Import Data
e) Select the data source. This will be the *.xIs file created in Step 2. Once the file has been
selected, Press Open, then OK, and OK to confirm.

(f) Once the data has been generated, Press File > Save As...,

and choose a file name other

The data generated will look similar to the table above. The Events & CardNo columns will
already be completed. Complete the remaining required fields (Employee ID & Name), and the
Department & JobTitle, if necessary. Save & Close the file.

Return to the Import Cardholder Data window in Step 2.

Select File [=1] in the lower right corner.

Select the file created in (f) above, and press Open.

Once the data is imported, press Save d|and Exit L]
Return to Cardholders Profile Setting (2-4), and follow the instructions for editing an existing

Cardholder (Page 9) to continue editing the users.
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PROGRAM ACCESS - ACCOUNT AND PIN SETTINGS

Accourt & PIN settings

- [B]X]

2|0

253AM Sz2008

-
AES

h B
_LSpen | | 2Uses J  3Monkor
B ils 8 o
21| 22| 23| 24 25|28

Be@Eesvae
- B
BA60) 01: Ertrance 1
2.9
A6 02 Main Ofiice

Select Users wgi

Select Account & Pin Settings (2-5) ﬂ
Access to the program and its settings are set
from this screen. The default administrator
user account name is “a” with a password of
“a”. This account is configured to have

complete access to all areas of the program.

Select Add 0O or Edit # to add or edit
authorized users, change program access
passwords or limit areas of program access.
Select Save H|or Cancel|
done.

Select an Account Name and press Delete x |
to delete an account. Note: The default
administrator cannot be deleted.

DOWNLOAD DATA TO READERS

B &8 %@

SARsecre) iSnamael] RS Schatie ] B Hen

I Downioad Parameters of Reader
[ Downlosd Parameters of Holkday Table

" Download Parameters of Time Zone Table

I Download Parameters of Access Cad

Download Parameters

| 8Ea |

ass|

|

12

S55AM 5/28/2008
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Select Users @

2Users

Select Download Parameters (2-6) ;’z

Readers are updated with new data using this
screen. You can choose to download all or
selected parts of the database.

Select the check box of the reader(s) to be
updated from the window on the left. Check
the parameters that are to be downloaded
and press Start. |

The progress of the download will be shown
on the screen.

03-13 Page: 19
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SYSTEM MONITORING (AUDIT TRAIL)

Each reader stores every transaction for future uploading to the PC. This data may be retrieved
in a batch or in a real-time manner. Real-time transaction monitoring requires that this program

run at all times.

Batch Collection

12 =3
| = 1 =B, @ il
ir& @ l;—l =S . Ly
15ystem 2Users | 3Montor | 4Repats  SDatabace | BSchedie 7Heb 8Em |
[J AR IR
310 32| 33| M4
Hla» £5V3io4 Time Reader Evert Rend
1= e
B 01 Ermance ¥
= e
B0 (2 Mae

>

Collect Transactions n Batch 1005 AM 572872008

Real Time Monitoring

A5 = JOX)
" 2| 8 8 B @
ffx; @ s | & ' Ly
1.System 2Uses | 3Montor | 4Repots  SDatabase | 6Schedde | 7Heb 8Ex |
S @ L 2
3 32 33| M
Oév £5V3.04 Reader Employes 10 Name Ever Dat Tene
- 08
D) 0 Ertarce t
oy
6) 02 Man Offce
Reader Emgloges 1D Nome Everts Date Teme
( 3
4 W3,
oy ©
( @ PSP

u]
Select Monitor o -
Select Collect Transactions in Batch (3-1) |51

Select the reader(s) from the window on the
left, then select Start > . The number of
transactions collected will appear in the
window to the right.

e

Select Monitor 2 &
Select Real Time Monitoring (3-2)

Select the reader(s) from the window on the

left, then select Start & |. Transactions will

appear in the window to the right. The reader
polling interval may be changed by adjusting
the slider at the bottom of the screen. Select
Break %/ to stop the polling.

_‘ Impodting data. please wat

Real Tme Mordomg Bresk.  1012AM 572872008

Rev C
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REMOTELY LOCKING / UNLOCKING THE DOOR

A & (=163
h € b H I & € A
j_)System | 2Usenn | 3Monden | 4Repots | SDslsbase | ESchedde | 7Heo | 8Emt | Select Monitor A
| 55 3537 Select Remotely Open Door (3-3) g
P& e5vaos [Time Reader [ Everts Resut
1 nd 1 Ertrance 1
8.y ? You may remotely lock or unlock each door by
T using this screen. Check the box next to the
reader you wish to control and select:
Unlock # |,
Emergency Unlock =¥ (reader will beep), or
Emergency Lock 5.
of| 8] 2
Reomately Open Do 1029 AM 52872008

RESTORE TRANSACTION DATA

x._l

aps A= , o
X e e = Select Monitor 2.
i @ n) jj - Ty @ :ﬂl Select Restore Transactions (3-4) |5
1Spstem  2Usees | 3IMondor | 4AReports | SDatabate | 6Schedde | 7Heb __BEm |
S 8| ) _
N 32 3] , , _ When you retrieve a transaction, the
B £5V3.04 [ Time [ Reader | Everts [ Rewt . :
- By o ' ' record of that transaction is uploaded to
] 01 Entrarce 1
L the PC and deleted from the reader. You

may place the transaction data back into
the reader by using the restore data
function. B

Select the reader(s) from the window on
the left, then select Start . The
collected transactions be downloaded
% back into the reader(s).

Restoee Transactions 1031 AM 5/28/2008
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TRANSACTION REPORTS

==
i HES Select Reports ,H—jj n
‘ b € 5 ®H 3% € A Select Transaction Reports (4-1) 1
VSptem | 2Uses | 3Morder | 4Fepots | SDatadase | GSchedde |  7Heb gEw | The Find window will appear.

B Q|2

4 t:) ‘3, .

Enpkpee0 | Nome | Everts | AccessOvs | Access Tew | Fesde | Oepmet Toe To create a report of all transactions,
select the dates you would like to search,
leave all other fields blank, then select
Search %, or Cancel [~ . If you

[T & cancel, select Find < |to access the
Employee 10 1 . .
Nome Chuck Robeson Flnd Wlndow'
Cand No [on113%0
s WC, E To create a filtered report, enter the data
Gonds e - you wish to search for, then select
r Accessble Dooer | .
i oo Evens 5| Search &.
Special Everts -
SRR = =|  Once the report is displayed on the
Q- screen, it may be reviewed on screen or
printed by selecting Print & |.
REPORT EXPORT
-__gS’
e a=3l Select Reports ... a
5 | = ) Select Export Settings (4-2)
fT}& @ u,,J ‘ _‘Sj .g Ly @ iﬂl P J ( ) 42
| _\Sytem | 2Uses | 3Mordor | 4Repots | SDatabase | 6Schedde | 7Hep & 8Ea |
| B 2 Use this screen to create a text file to
e T — _ , export to outside programs.
| Date From 5 72872008 > Ta S /72872008 > 8|
| Pah ot Expon Select Edit 2
{ ;"””:“"""" . g Select the fields and data to export.
| oy of Export sport Al Transacthon: ~] . . . . .
A T a— i Note: The Special String field will
| Cotmnt2 [Specisomg = separate the columns.
Cokumn(13 ‘r-‘a;u:e:: Dare :E:’y‘,‘,‘,ﬂf’dl -J ) l
e = & Select Path S to change the file name
| cotmets [Specusom <] =] and data path that you wish the file to be
| Columnnl)7 (k:(ez:hr—, ',.';’:’;” M j Saved to
5 Columnl8 [S:-tcxi Sterg : | ,,j )
| Cokarets [Tommaitie =] I =] _
| Commt0 [Specaisoms  =]) 7] Select Save H|, or Cancel
Select the date range for the data to be
7 exported.
[ Export Settings 11:02AM 5/28/2008
- e Now select Start &1 ..
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SOFTWARE ACCESS RECORD

Select Reports 4

Select Software Access Record (4-3)

2l
4-3
Every action that is made while in this
program is recorded in an internal audit trail
log. Use this screen to access this log.

125 = [B1X]
b € 0 8 8 % € A |
1.System 2Users IMorkor | 4Repots | SDatabase | 6Schedue | 7Hep 8Emt
2 93]
4] 42| 43
o [ Accort [ FunctionNo___| Function Name [Dae [Rems_ 0|
1 N 43 Software Access Record 5/28/2008 11.08 8 AM
2 2 42 Expont Settngs 5/28/2008 11:0218 AM
3 N 4 Transaction Rleports S/28/2008 10.4217 AM
4 s 34 Restoes Transactions S/28/2008 10:31:13AM
H s 33 Remotely Open Doce 5/28/2008 10.30:54 AM
3 N 34 Restoee Trsnsactions S/28/2008 102053 AM
7 N 33 Remotely Open Doce 5/28/2008 103052 AM
8 2 34 Restoee Transachons S/28/2008 10:30: 43 AM
3 a 33 Remotel) Open Doce 5/28/2008 10.23.00 AM
10 a 32 Real Tene Montceng S/268/2008 101035 AM
n a 32 Real Tme Monteeng S/28/2008 1010 33 AM
12 N 32 Real Time Moritorng 5/28/2008 101013 AM
13 a k2| Colect Trantactions nBatch  5/28/2008 10,0535 AM
14 2 26 Dowrdoad Parametors 5/28/2008 35522 AM
15 N 25 Account & FIN settings 5/28/2008 35232 AM
16 N 24 Cardhoider Profie Setting /2872008 92822 AM
17 s 25 Account & FIN seftings 5/28/2008 32821 AM
18 N 26 Dowrkood Parametors 5/28/2008 92821 AM
19 2 25 Account & PIN settings 5/28/2008 32818 AM
20 a 24 Cardhoider Profie Setting /2872008 92102 AM
F4] s 25 Account & FIN seftings /2872008 32101 AM
2 N 26 Dowrioad Parametees 5/28/2008 3 2053 AM
z N 24 Cardhoider Profie Settrg 5/28/2008 31324 AM
2 2 23 Job Tite Seting 572872008 311:33AM
% s 22 Department Settng 5/28/2008 3.05.07 AM
% 2 21 Compary Profle Seting /2872008 85313 AM
2 2 14 Comemunscation Test 5/28/2008 85309 AM
2 N 13 Tiee Cexrection for Reader 5/28/2008 85607 AM
2 s 12 Set Reader Pararmetess 5/28/2008 85203 AM
0 2 13 Time Cortection for Reader 5/28/2008 852 04 AM
n N 12 Set Reader Parameters 5/28/2008 8 3509 AM
» N 11 Set System Parameters 5/28/2008 8 3502 AM
n a Power User Login S/26/2008 83442 AM
R ? Power User Log out S/27/2008 35054 PM )
* N 24 Caedholder Profie Setting 5/27/2008 33556 PM
® 2 22 Depatmant Setting 5/27/2008 33403 PM
ke a 26 Dowrioad Parametees §/27/72008 33402 PM
» N 22 Department Settng 5/27/2008 3 3348 PM
E] N 23 Job Tt Settng 5727/2008 32319 PM
40 2 22 Depattmant Settng 572772008 3 2540 PM
] a 12 Set Reader Parameters 5/27/2008 31543 FPM S
e ——————————————————) [>]
Soltware Access Record  11.09AM 5/28/2008
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o

15

B‘l
2Vien

o R B G
51 S2| 53] 54
Copyng Froex  [[01.01) Ertrance 1
Copyng hems

~ Reade Paramtors

¥ Holday Tabtle

V' Tene Zone Table

| 3Montx |

55| 56|

COPYING READER DATA

B MR

=
4 Reparts SDaabase | 6S5chedde |

@

7 Heo

¥ | | Com Pot | Termnad No

O

Name

Copy Reader Data 1112AM 572872008

b @

1 Systen 2Users

o B B €3
51| 52| 53| 54 55| 56

i
A
3 Mandar

CoppngFrom |11 Mary Jorms

Ioms to Copy

|~ Depatmert
™ Job Tite

& Accersble Doors
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4 Reports

COPYING

C[o]X||

& S

SDatabace | 65 8Ea |

Name | Department
Chuck Rodwwion  PROD
Bed Soeh SALES

| | Employee 1D

0g

=

Copy Cardholder Protie 120 AN 57282008 ‘

Rev C

5

Select Database ...
Select Copy Reader Data (5-1)

51

Use this screen to copy system configuration
and scheduling data from one reader to
another. Note: A minimum of two readers
must be configured in the Reader Parameters
(1-1-2).

To Copy:

1. Select a source reader in the Copying
From box and then check the appropriate
boxes below to select the type of data to copy.

2. Select the reader in the window to the right
that you wish to copy the configuration data to.

3. Press SaveE, and press Yes to confirm, or
No to cancel.

CARDHOLDER PROFILES

=

Select Database ...
Select Copy Cardholder Profile (5-2) [

Use this screen to copy cardholder
configuration data from one cardholder
profile to another.

To Copy:

1. Select a source card in the Copying
From box and select the items that you
wish to copy.

2. Select the cardholder(s) in the window
to the right that you wish to copy the
data to.

3. Press Save EJ and Select Yes to
confirm, or No to cancel.
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__ 1System

£

2Uzens

51 52 [

A
-9
My Recert
Documents

Deskiop

My Documents

58
My Computer
<

My Network
Places

w;«

Hackop Dptabase,

Seve e | < Local Duk IC) I

del LI WINDOWS
2 Documents and Settings L) WUTemp
L epson
MSOCache
Dpertdrvr
I Progr am Fles
VW
IR eader Reports
D SCRATOM
1 SOC Catalog & Price List
L) SOC_Presentations
) Selectric_7800
TP

Fio pame: 20080528

Save a1 hpe ‘[ ».@r nv»

BACKUP DATABASE

A=)

——p ] SR ‘

- @ ¢ EB-

?[x)

?Ew@

1$rM k U.cn |

.58"

& B[] 2
51 s2||is3] 54| 55|

54

JNcnm

2

&

ARW

3 | # |

_SDaabae |

[ Local Dk [C) ~

-l LIWINDOWS
J0ocuments and Settings L) WUTemp
Jepmon
MIOCache
peredre
e Progy am Fies
IPYSW
JReader Reports
L) SCRATCH
) SOC Catalog & Price List
) SOC _Presentstions
) Selectric_7800
Lo

Fie pame 20000528

Swvesthpe  [Fmdfed

ESchedde |

21x)

Carcel J
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It is important that you backup your
database every time that you make a
configuration change or add/delete a user.
Select Database 5,;;ogm

Select Backup Database (5-3)

To Backup:

1. Enter a file name and location to create
a backup database file (the default file
name is the date).

2. Press Save ,or Cancel c=s |,

A message will appear confirming that the
backup file has been created.

Select Database 5;28“
Select Restore Database (5-4)

To Restore:
1. Enter a file name and location of
the database backup file .

2. Press the Save [ _s== | or
Cancel Cancel

Your configuration, scheduling and
cardholder data will now be
restored.
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DATABASE REPAIR

HFS 4 =8|
b & 3 8 8 & O 9
1.System 2Users | 3Montor | 4Repots | SDatsbate | 6Schedde | 7Hep  8Em |
PN IEY G :
51 sz ,31 56 Select Database s[ﬂu .
Select Zip Database (Repair) (5-5)
If your database becomes corrupt and
you do not have a current backup file,
40530 X you may be able to save you data by
Dot et oo running this utility.
= When select the option button, the utility
will automatically run. Since this is not a
guarantee of data recovery, you will need
to check your data for accuracy.
Backup Database 11:29AM 572872008 4
SCHEDULED JOBS
Select Database 5o§§m
Select Scheduled Jobs (5-6) -
= - s This screen configures the tasks that the
ng @ 2 D= 2 2 3 Schedule Module (Menu 6.) will perform.
o B :n‘ ‘
= il : To enable a task:
h\edS:hedhy | Status Ym!ech.lEne(\hm Last Rewlt Pio)rmn
;5;'; T R -C 1 _ Nevee 3 |

| 3 0ataBase back o Disae
I ¥ Synchecnng for parameters from the system 1o reader Duabie

Ne-u
Never

| | [ | | |7 Enabied
f10 |
| ]
i Retneve access tecond Scheduled Jobs 1241 PM 5/28/2008
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1. Select a task in the window then
select Edit # .

2. Select the Enabled box to the right to
activate the task. You can now change
the various time settings within that
scheduled task.

3. To exit, select Save E, or Cancel |

4. Repeat these steps to activate any
other task(s).
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AUTOMATIC MONITORING (SCHEDULING)

[ = [B)X]
; IR A ES
Td) @ udl | & G Ty
| _1Sytem | 2Uses | 3Mordor | 4Repots | SDatsbase ||6Scheddel| 7Hep | 8Em
| p 'Y
o ® ‘ 7;\ H e y 3 y
LS L% L% 4 L LS
i PUALES PEAN PE_AN P PALA PRI |
|
|
! Halopout.
Account |
% Pass word [
|
’ Log out I Ext
|
ZpDatsbase (Repsr) 1251 PM 5/28/2008
P iEScheduling) J J fzi
Fie Run
=2 & @
[==JEs ] " [Tme [ Reader [ Events [ Rewat
B9 cov
@) 0; Entrance 1
a5
360 02 Main Office
1.02PM 5/28/2008
@i A J._ﬁtzi
Fie Run
= & @ M0
[z ES Time | Reader | Events [Resk
- BF
&) 01: Entiance 1
2.7
) 02 Main Office
2 "
Account !a
(& Pass word ]‘1
Lanin | Exit |
e | ] |
1.02PM 52872008
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Select Schedule

Use your account and password to exit
the main program and enter the
scheduling module.

Select the Start | button to enable the
scheduling and monitoring module. The
module will run in the background on
your PC and perform the polling and
updating functions for the readers that
are checked in the left window. The tasks
will be performed per the schedules that
were enabled in the task list (Database —
Scheduled Jobs (5-6)).

Double click on the icon in your windows
toolbar to re-enter this module. To pause
the module select the Break & button.
To return to the main program select the
Return to Main £ button. To stop the
module and exit the program select the
Exit @ | button.
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